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The Importance of 
Not Using Unapproved 
Cloud Services in Your 

Dental Practice

& How to Protect Yourself

The price of electronic healthcare 
records (EHR) is plummeting on the 
dark web – leading to even more 
ransomware attacks by cybercriminals. 

The cost of an EHR now ranges from 
$20 to $50 on the black market, a 
decrease from last year, suggesting that 
the volume of availability is surpassing 
demand.  However, the price could go 
to $75 to $100, according to James 
Scott, senior fellow at the Institute for 
Critical Infrastructure Technology.

After a breach happens, hackers sell 
only general information, and it’s not 
until a few months later that complete 
records hit the market.  

For cybercriminals to make money, 
theft of just one piece of information is 
no longer sufficient.  

The information is packaged and sold 
in many ways, such as full-ID kits 
containing EHR information, supporting 
documents (utility bills or insurance 
information, etc.).  These full records 
can be sold for anything between $100 
and $500. 

Pam Dixon, founder and executive 
director of World Privacy Forum, 
shared that EHR prices went down 
because health data is easier for 
hackers to steal.  She states that 
since the theft of healthcare files has 
become less profitable, cybercriminals 
will continue to find ways to shut 
down the system to make profit, and 
we’ll see an increase in attacks and 
proficiencies.

Solution?  

Executives in healthcare industry 
need to get ahead of ransomware 
and place even more focus on data 
security and be thoroughly prepared 
for cyber attacks.

And, there’s no time to waste.  How 
secure is your practice?  Can your 
clients trust you with their personal 
data? 
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Spending
10 Minutes Doing This

Can Drastically Change Your Company
(For the Better) 

Popular TED Talk’s author, Simon Sinek, sparked a discussion about something that can play a crucial role in business in his 
globally popular talk: “How Great Leaders Inspire Action”.  

It starts with the question: Why?  Our whys are what moves us to get up in the morning; to take action.  Without the why, 
there’s no real creativity and problem solving.  It’s about having a purpose.  Asking “Why?” can have a transformative power 
to shift things for your company, no matter the market, industry, or size.

Sinek believes that all great organizations & leaders 
have one thing in common: 

If we look at the great leaders who made history, we have Martin Luther King who explained he had a dream that all men 
would be recognized as equal, and the Wright Brothers believed that if they could make it possible for humans to fly - it would 
change the way people live. 

In today’s modern world of technology, Apple explains that they make beautiful, simple, and user-friendly products.  

The point is for “Why” to come before the “What”, as “People don’t buy what you do, they buy why you do it.”

Today, more than ever before, people are concerned with the purpose, and are more likely to purchase from a purpose-driven 
company.  Millennials, who are now the largest generation, strongly believe that companies should do more than make profit.

So, it’s not a coincident that a brand new category of business is quickly sprouting, which leads to many old school companies 
needing to evolve. 

Conscious capitalism is the new paradigm we are shifting to, and it starts with “Why”, and, you don’t have to be a nonprofit 
to answer. 

We can see many examples of this in the food business, where purpose-driven startups are catering to conscious consumers.  
Conscious capitalism also means happy employees, and helping other companies so they can change the world.

What is your purpose? What moves you and your employees up in the morning, and makes you show up every day?  Does your 
team connect with it as well, and what impact do you all want your company to have?

People look to personally connect with businesses, and not just to purchase a product or a service.  

If you haven’t already, now is the time to connect a purpose to your organization.  You may only need about 10 minutes to 
find your “Why”, and maybe a board or a large sheet of paper to record it. 

Explaining Why.



 © 2016 Compass Network Group. All rights reserved.    |     www.CompassNetworkGroup.com     |     866.336.8727  © 2016 Compass Network Group. All rights reserved.    |     www.CompassNetworkGroup.com     |     866.336.8727 3

The Importance of Not Using

According to a new report from Spiceworks, 
who interviewed 338 IT pros from across the 
globe about the challenges organizations face 
in managing the use of cloud services on their 
networks, a great majority of IT professionals 
think that their end users have set up 
unapproved cloud services.  

As many as 40% believe their organization’s 
data is more vulnerable now than it was five 
years ago.  

They see this as a result of users implementing 
unapproved cloud services.  

David Kennerley, director of threat research at 
Webroot, expressed to Infosecurity that “We 
live in a world where ‘Shadow IT’ is now the 
norm and employees are using cloud-based 
technology without even knowing it.” 

The reality is that users share files and use new 
collaboration and messaging tools without 

Unapproved Cloud Services
In Your Dental Practice

considering the risks. These cloud services are 
not necessarily secure, HIPAA compliant or even 
backed up. 

Kennerley believes that understanding which cloud 
services are being used within the organization is 
vital, because without it, customer and proprietary 
information may inadvertently be made available 
to external parties.

As part of their compliance policies, practices 
should have clear IT usage policies that the staff 
adheres to.

Kennerly stated that education, policy and auditing 
are crucial, with employees having full awareness 
of the dangers of using non-approved cloud 
services.

Working with your IT provider will ensure that your 
organization has appropriate and current policies 
and that they are adhered to, but keeping company 
data safe is the responsibility of every employee. 
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SERVICE HIGHLIGHT: 
VoIP - 6 Reasons You Should Utilize This Type of Phone System VoIP 

1. Easier to Install, Configure, 
and Maintain

IP Phones are simple to install, 
with minimum additional 
hardware other than the 
handsets.

With hosted VoIP software, you 
can easily and inexpensively add 
new users.  Its convenient web 
portal makes it easy to move, 
add, or change the system’s 
configuration.  

2. Ease of Scaling Up or Down 

With a traditional phone system, 
you have to be very careful when 
predicting how many phones 
you’ll need in the future to avoid 
spending money on phone lines 
you won’t use.
 
With hosted VoIP, you can 
add a line as soon as you add 
a new employee, and when an 
employee leaves, you can easily 
reassign or remove the line. 

3. Range of Features 

In addition to having all of the 
traditional call system features, 

such as call hold, call transfer, 
call hunt, conference calling, 
find me/follow me, and auto-
attendant phone menus,  hosted 
VoIP phone systems also allow 
your service provider to easily 
and quickly reconfigure your 
phone system – a simple call to 
Compass Network Group is all it 
takes. 

Also, they’re great for businesses 
that have field workers or workers 
who travel a lot, since calls can 
be diverted to anywhere in the 
world due to cloud-hosted VoIP 
phone system features. 

4. Simplifies Voicemail

You can access voice mail 
accounts through emails, and, 
with some hosted VoIP phone 
systems, even get voice mail 
transcribed into text and routed 
to your email account, so you 
don’t have to worry about taking 
notes while on the phone. 

5. Saves Money

One of the most important 
features of Hosted VoIP phone 
systems is that it’ll save your 

business money. 

Legacy systems were expensive, 
with inconvenient setups, time 
needed for reconfiguration and 
physical system changes, plus 
all the maintenance and repairs 
could be quite costly.

With hosted VoIP systems, 
you save on the costs of 
installation, plus the actual calls 
are significantly less expensive.  

6. Peace of Mind 

With VoIP Services by Compass 
Network Group, you also get 
one point of contact for all of 
your technical support needs.

Our proficient techs are here to 
assist you and your practice with 
our VoIP services and provide a 
lasting piece of mind. 

Traditional POTS (Plain Old Telephone Service) or onsite PBX (Private Branch Exchange) is being 
replaced by the VoIP systems, and there are many reasons why. Hosted VoIP systems 

in particular offer many advantages over the old systems.

Navigate to better 
dentistry-specific technology - 

Call Compass Network 
Group, Inc. today: 
(866) 336-8727

Here are 6 reasons you should opt for hosted VoIP phone systems:

http://www.compassnetworkgroup.com/communication/
http://www.compassnetworkgroup.com/communication/

