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As businesses become increasingly computerized, the information on 
your networks IS your business. Without it, your business will struggle 
to perform services and bill for them. 

Sadly, many business fail after catastrophic data loss. Just Google 
“business failure due to data loss” for statistics and stories.

Simply put, you need to keep the bad guys out with layers of protection 
AND have redundant backups to restore from within in the event your 
protection/practice is breached.  If the largest corporations and the U.S. 
Government can be breached, you can too!

Protect your practice with Compass - (866) 336-8727

With rampant cyber threats 
and complex compliance 
regulations, any business 
would be prudent to 
protect and secure their 
networks and data. 

http://www.CompassNetworkGroup.com
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$5.5 Million HIPAA Settlement 
Shines Light on the 

Importance of Audit Controls

What You Can Do To 
Avoid Such Penalties

A $650,000 
FINE 

An IT company compromised 412 records from 
a stolen company issued iPhone and it just cost 
them $650,000. 

The Catholic Health Care Services (CHCS) of the 
Archdiocese of Philadelphia is the IT provider 
for the skilled nursing facilities that the patient 
records were from.  

This (steep) fine from OCR (Human Services 
Office for Civil Rights) considered that “CHCS 
provides unique and much-needed services in the 
Philadelphia region”, meaning OCR had originally 
wanted the fine to be higher.

At the time of the incident, CHCS had no policies 
addressing the removal of mobile devices contain-
ing PHI from its facility, or what to do in the event 
of a security incident; OCR also determined that 
CHCS had no risk analysis or risk management 
plan.  

It means that everything we have been discussing 
that are requirements under HIPAA for clients also 
pertains to our business.  We must have policies 
and procedures, we must complete a Risk Assess-
ment and have a Risk Management Plan for our 
own business not just our clients’.

This reinforces OCR’s stance that IT providers as 
a Business Associate need to do a lot of things on 
our end to be compliant, so we can continue to 
protect your business.

Risk Assessment, Risk Management Plan, Training, 
and Policies & Procedures are just the tip of the 
iceberg for what is required.  

What does this mean for us as 
DIA members? 

Stay Vigilant and Stay 
Compliant: Contact your 
account manager at Compass 
to discuss our HIPAA related 
services: (866) 336-8727

Memorial Healthcare System (MHS) has paid the U.S. 
Department of Health and Human Services (HHS) 
$5.5 million to settle potential violations of the Health 
Insurance Portability and Accountability Act of 1996 
(HIPAA) Privacy and Security Rules and agreed to 
implement a corrective action plan. MHS is a nonprofit 
corporation which operates six hospitals, an urgent 
care center, a nursing home, and a variety of ancillary 
health care facilities throughout the South Florida area.

Click Here 
to read the full press release

Hackers are increasingly targeting 
small businesses, making cybersecurity 

measures more important than ever. 
Here’s a rundown on the basics.

With larger companies beefing up their cybersecurity 
measures, small businesses have become attractive 
targets for hackers. Owners should be concerned. 
First Data estimates that the cost of a data breach 
for a small business merchant averages $36,000 to 
$50,000.

Fortunately, common-sense solutions and general 
awareness of cybercrime techniques can greatly 
reduce your business’s vulnerability to cyberattacks.

Compass offers a range of services to secure 
your network, protect your data and minimize lost 
productivity from network problems.
 
If you are interested in our Compliance Essentials and 
other services to protect your data and your network, 
contact your account manager at 717-299-2383 or 
sales@compassnetworkgroup.com.
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