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The world of today has seen new hacking 
threats, making cybersecurity more crucial 
than ever.  However, it turns out there’s a 
global crisis in finding qualified cybersecurity 
professionals.

According to a new survey by Intel 
Security and the Center for Strategic and 
International Studies (CSIS), 82 per cent 
of respondents felt there was a shortage 
of professionals with cybersecurity skills, 
and 71 percent found that the shortage of 
talent was making their organizations more 
vulnerable to direct hacker attacks, leading 
to a loss of proprietary data.

The Hacking the Skills Shortage study 
further show that the respondents were 
blaming their governments for not having 
the right policies in place to nurture talent 
in the information security field.  Overall, 
about three quarters said their governments 
are not investing enough in building 
qualified cybersecurity personnel, and the 
same percentage found the cybersecurity 
laws and regulations in their country to be 
insufficient.

Chris Young, senior vice president and 

general manager of Intel Security Group, 
stated: “The security industry has talked at 
length about how to address the storm of 
hacks and breaches, but government and 
the private sector haven’t brought enough 
urgency to solving the cybersecurity talent 
shortage”.

“To address this workforce crisis, we need to 
foster new education models, accelerate the 
availability of training opportunities, and we 
need to deliver deeper automation so that 
talent is put to its best use on the frontline. 
Finally, we absolutely must diversify our 
ranks.”

To improve this deficit in critical 
cybersecurity skills, the report recommended 
increasing government spending on 
education, promoting gaming and technology 
exercises, and introducing more cybersecurity 
programs in higher education.

While there may be a serious worldwide 
shortage of qualified cybersecurity 
professionals, you can rest assured 
Compass Network Group is here for all your 
information security needs.  Turn to CNG to 
protect your dental practice’s sensitive data.

http://www.CompassNetworkGroup.com
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Have a turnover problem?  Are your 
best employees leaving? If so, you 
know that not many things are as 
expensive and disruptive as good 
employees walking out the door.

If you wish to prevent your talented 
employees from seeking another job 
that gives them what they deserve 
- perhaps it’s time to revisit your 
managerial style and how you treat 
your employees. 

Understanding the nine worst things 
that managers tend to do that make 
good people leave may bring a fresh 
perspective on the issue:

1. Overworking Their Employees 

While it’s tempting to have your 
best people work really hard for 
you - overworking them will make 
them feel as if they’re being punished 
instead of being rewarded for 
their great performance.  It’s also 
counterproductive, as new research 
from Stanford shows.

Bottom line: if you must increase the 
workload of your talented employees, 
compliment it with raises, 
promotions, and title-changes. 

2. Not Recognizing & Rewarding 
Contributions 

While it may seem that those who 
work hard and perform with 
excellence are naturally motivated – 
there’s nothing like a “job well done” 
pat on their back.  Managers need to 
express their thanks and appreciation 
and seek to learn what type of reward 
their best employees would love to 
receive – some will prefer a raise or 
a bonus, and others may crave public 
recognition. And then, go on and 
reward those hard workers. 

3. Not Showing They Care 

Managers who fail to show they 
care will continue to experience 
high turnovers.  If you only care for 
productivity and dollar amounts, you 
should know that more than 50 percent 
of employees leave their jobs due to 
their superiors essentially not showing 
their human side.  

Balancing professionalism with being 
personally involved is the key. 

4. Not Honoring Their Commitments

If you make a promise, keep it. Making 
a commitment and honoring it will 
increase the trust and respect your 
employees have for you as a manager.  

Neglecting your commitments will make 
unhappy employees want to leave and 
seek a more trustworthy and honorable 
boss. 

5. Hiring & Promoting the Wrong 
People

When managers hire less than quality 
workers to work alongside great 
employees – it will likely lead to 
their demoralization.  And when less 
deserving employees get promoted, it’s 
a big insult to hard-working people who 
remain in the backseats. So, of course, 
they want to leave.

6. Not Allowing Talents To Pursue Their 
Passions

Good employees are passionate, and 
studies show that workers who are able 
to pursue their passions are five times 
more productive.  

Unfortunately, many managers do 
not encourage passion and expansion 
of focus in their work environments, 
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actually fearing that it will lead to 
decreased productivity. Unsatisfied 
and unfulfilled workers are bound to 
leave. 

7. Failing To Develop People’s Skills

Managers who are inattentive 
and don’t provide feedback to 
and challenge their employees 
are not developing their workers. 
The interesting fact is – talented 
employees are thirsty for feedback, 
much more than those who are not 
performing as well.

To keep finding areas of improvement 
and further developing of their skills is 
what best employees want from their 
managers. Or, they will start to lose 
interest and look for a better-fitted job.   

8. Failing To Spark Their Creativity

When managers try to limit and box 
the talents and creativity of their best 
employees, it disrupts the flow and 
their desire to enhance and change 
things. This negatively impacts the 
productivity and job satisfaction.

9. Failing To Challenge People 
Intellectually

When talented and smart employees 
are not challenged intellectually, they 
will seek other jobs that will be more 
challenging and interesting. 

Great managers challenge their 
employees to achieve what may seem 
unattainable in the beginning, by 
setting bigger goals that will get them 
out of their comfort zones, and then 
giving them all the support they need 
to succeed. 

http://www.CompassNetworkGroup.com
https://www.entrepreneur.com/article/249903
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Pokémon Go is a location-based augmented reality 
game for iOS and Android devices, created and 
operated by software development company Niantic.  
It recently become a global sensation, 

But, what about security and privacy of the users of 
the Pokémon Go?  Let’s take a look. 

The game is based on a map, Pokémons, habitats, Poké 
Balls, Poké Stops, and medals.  The map is based on 
an actual real-world map of existing streets, and the 
player is always in the center of it.  To locate the player 
on the application map in real time, Pokémon Go needs 
to collect continuously geolocation information about 
him/her. Moreover, the creation of a user account 
requires providing other identification data (e.g., email 
address and date of birth).

The Privacy Policy of Niantic’s Pokémon Go typically 
collects personal information from the users that 
may include first and last names, email address, and 
telephone number; 

physical address and location-based information; 
and IP address and persistent device identifier were 
necessary for the provision of services. 
The Privacy Policy contains 6371 words, and after 
at least 25 minutes needed to read it, the player of 
Pokémon Go will likely still not understand all the 
types of personal information that Niantic collects 
from him/her.

As far as the use of information collected by Niantic, 
the Privacy Policy doesn’t provide an exhaustive list 
of the purposes personal data will be used for, only 
mentions certain standard purposes. 

Also, the Privacy Policy does not mention that the 
collected personal data can be used for showing 
sponsored locations to the players, while John Hanke, 
Chief Executive of Niantic, shared that the concept of 
sponsored locations is a component of the business 
model of Pokémon Go. 

Regarding sharing information with third parties, the 
Privacy Policy states that Niantic will not share, sell, 
or rent to third parties personal information collected 
from players without players’ prior consent.  

 Be Careful - 
Privacy Does Not Exist

Heard of Pokémon Go?

Yet, by accepting the Privacy Policy, Pokémon Go players agree that their 
personal information may be shared with outside entities hired by the 
company to assist with internal site support operations, and with delivery 
service providers for delivery purposes.  

It remains unclear what security measures the third parties will use to 
protect all personal information and confidentiality of the Pokémon Go 
players, and if the security measures employed by Niantic will also apply to 
the third parties. 

Next, while the Privacy Policy offers a detailed account of the security 
measures that Niantic takes to protect the personal data, since there are 
millions of Pokémon Go players and the potential social impact of data 
breaches, data protection authorities should consistently check those 
security measures. 

If stolen, personal information could be used, for instance, for an attack on a 
large number of unprotected players in low-security habitats. 

So, what can players of Pokémon Go, and other games using geo-location 
data, do to improve the chances of protecting their privacy?

1. Make sure they download Pokémon Go from trusted sources. Pay attention 
to malicious apps posing as Pokémon Go, such as “Pokémon Go Ultimate.” 

2. Install the latest version of Pokémon Go, since the original had required 
full access permission to players’ Google accounts, and Niantic then had to 
restrict the scope of the requested personal information (to only basic Google 
account information). 

3. Perform virus scans of software designed to update Pokémon Go.

4. Stay away from giving personal data in exchange for Poké Coins - the only 
legitimate way to receive them is by purchasing them within the app.

In order to decrease the risks of privacy invasions, players of Pokémon Go 
should also take part in information security awareness programs, such as 
informational programs on the websites of Pokémon Go and governmental 
authorities, or various educational programs. 

So, before you Pokémon Go – take steps to keep yourself and your data safe! 

http://www.CompassNetworkGroup.com
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Chip Card Nightmares?  
Help Is On The Way

We are experiencing transition to the new chip cards, or EMV 
cards, for credit and debit payments.  But, we’re also seeing a lot 
of hiccups.  

So, are chip cards the answer?  Or, could we turn to smartphone 
apps? 

Wall Street Journal’s Joanna Stern examines the cons and pros 
of chip cards, and explains why your smartphone may be the real 
solution to payment transaction challenges. 

While chip cards are processing faster at the register than when 
they were first introduced last year, the checkout process is still 
long and not so smooth.  
Stern confirms that it takes twice as long to pay with a chip card 
than with a traditional swipe card or with a mobile payment. 

The main benefits to chip cards is the security, as paying with the 
card that has a magnetic strip has been far from secure. 

When you swipe a card, set data is sent to financial institutions to 
confirm your card account number, expiration date and other info.  
If criminals retrieve that sensitive data, they can use it to make a 
counterfeit card and fraudulent charges until the card is canceled.

The chip offers different string of numbers, or a cryptogram, for 
each transaction, which is how financial institutions verify account 
info. Since it’s unique, a criminal couldn’t steal the cryptogram to 
use it again.

For this to work, stores need to buy high-tech terminals, upgraded 
with software and then certified by various parties, including all 
the accepted payment brands – an expensive and often lengthy 
process.

And the reason the transaction with a chip card takes longer?  It 
generates more data than just a swipe.

According to Visa, only 28% of the merchants in the U.S. support 
the payments by chip cards.  As of last October, any retailer 
that doesn’t support chip cards is responsible for paying back 
fraudulent transactions (which were once repaid by banks), which 
moved many to action, including Target, Home Depot and Wal-
Mart.  

However, Starbucks, Dunkin’ Donuts, and many more, especially 
mom-and-pop shops, are not so concerned with liability, but 
more with longer waiting time, which means longer lines and lost 
business. 

Hardware makers and credit-card companies are aware of 
the issues chip cards pose, and are taking steps to lessen the 
processing time. If the fix could hit every store right away, things 
would look great, but it’s the same challenge as with the original 
installation – the process is complex and requires multiple steps 
and parties.  Visa and MasterCard expect faster terminals to arrive 
to more retailers by the end of the year.

CLICK HERE TO READ MORE

SERVICE HIGHLIGHT: Email Security
Email security is vital for any business, with 
the growing threat of cybercriminals, virus 
spams, phishing and identity theft.  If you 
send patient information via email, HIPAA 
regulations require that your emails are 
sent securely. 

To keep your practice compliant and your 
patient information secure, seek Compass 
Network Group expert IT solutions. 

We will help you ensure your personal 
communication and sensitive data is kept 
private and protected every time you send 
an email. 

Our team will lead you to compliance and 
cybersecurity through comprehensive IT 
solutions. 

•   Secure, fast, and easy to use
•   Designed to protect confidential          
information 
•   Ensure regulatory compliance
•   Maintain industry regulations and 
standards 
•   Feature streamlined reporting & 
management
•   Enable large file attachment encryption 
& delivery

Take the necessary steps to ensure your 
business EMAILS are SAFE & SECURE 
and that all the compliance needs of your 
practice are handled properly.
Sustain trust of your patients by taking a 
good care of their personal data.  Prevent 
your practice from becoming a subject to 
government penalties.  

Dedicated Compass team can help your 
practice achieve IT compliance and work 
with you and your staff to maintain 
stress free, hassle free, and issue free IT 
environment.

Protect Your Practice With Compass 
- Navigate to better dentistry-specific 
technology.

For more information about how 
compliant your practice needs to be, and 
how our proficient technicians can help 
you, contact Compass Network Group, 
Inc. today:

http://www.wsj.com/articles/chip-card-nightmares-help-is-on-the-way-1470163865?mod=LS1

